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Abstract 

Italy's geographical position makes it particularly vulnerable to seismic hazards, a risk 

compounded by the widespread presence of structures built before the introduction of modern 

building codes. Non-structural elements, which comprise much of the built environment, are 

especially susceptible to repeated earthquake damage. Their failure threatens occupant safety, 

drives up repair costs, and delays the restoration of functionality underscoring the urgent need 

for more effective seismic risk management strategies. 

 

The SONATA project addresses this challenge through an integrated, end-to-end architecture 

that combines distributed sensor networks, AI-based damage detection, and advanced 

probabilistic modeling into a unified workflow. The system begins with heterogeneous sensor 

networks and data from experimental campaigns, where non-structural elements are 

characterised under controlled conditions. Raw vibration and vision-based sensor data 

undergo preliminary filtering and validation before secure transmission to cloud-based 

infrastructure comprising time-series databases and scalable object storage optimised for high-

velocity continuous monitoring. Distributed computing resources support the parallel 

processing of these large-scale datasets. 

 

Deep learning algorithms through analysis of periodic sensor data are deployed for automated 

damage detection and identification of structural anomalies during and after seismic events. 

Risk models are dynamically updated by integrating data from both experimental campaigns 

and continuous field monitoring, enabling rapid post-event assessment and informed decision-

making. The key innovation of this architecture lies in bridging experimental testing, 

structural health monitoring, and probabilistic risk assessment through a scalable, coherent 

data pipeline. By combining continuous monitoring with AI-driven damage characterisation, 

the SONATA project provides a replicable workflow for enhancing the resilience of the built 

environment ultimately improving occupant safety, reducing repair costs, and accelerating 

post-earthquake recovery. 

Keywords: Seismic risk, Non-structural elements, Sensor networks, Experimental testing, Artificial 

intelligence. 

1- INTRODUCTION 

Use of structural health monitoring (SHM) has increased significantly over the last decade [1, 2]. The 

technology comprises a continuous or periodic process of damage detection and characterisation through the 

integration of sensors, data acquisition systems, and computational algorithms that track changes in structural 

behaviour over time. By enabling real-time or near real-time assessment of structural condition, SHM offers 

significant advantages over traditional inspection methods [3], including reduced reliance on manual 

inspections, earlier detection of damage or deterioration, lower long-term maintenance costs, and improved 

safety for both occupants and emergency responders. These properties make SHM particularly valuable in 

post-earthquake scenarios [3–8], where rapid condition assessment is critical for informing decisions on 

continued occupancy and repair prioritisation. Despite this progress, the field faces persistent challenges. 

Sensor deployment costs remain substantial, data volumes are large and heterogeneous, distinguishing damage-

induced signals from environmental and operational variability is technically demanding, and the absence of 

standardised methodologies and labelled damage datasets continues to constrain the development and 
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validation of automated damage detection algorithms. The framework presented in this paper directly targets 

these limitations, proposing an integrated architecture that addresses data management, automated damage 

detection, and probabilistic model updating within a single coherent workflow. 

Historically, SHM has been developed and deployed with a primary focus on structural components, 

targeting load-bearing elements such as beams, columns, foundations, and connections whose failure poses an 

immediate threat to structural integrity. This orientation is most prominent in bridge and transport infrastructure 

monitoring [9], where the consequences of undetected deterioration are severe and the economic case for 

continuous monitoring is well established. Platforms such as MODISAT [10] exemplify this trajectory, 

integrating satellite-based displacement measurement technologies including GNSS and SAR interferometry 

with dynamic sensor networks, operational modal analysis [11, 12], and finite element modelling into unified 

GIS environments designed to assess the condition and safety of bridges. More recently, artificial intelligence-

based methods have been incorporated into SHM frameworks to automate damage detection and classification. 

Deep learning approaches, including convolutional neural networks (CNN) and encoder-decoder architectures, 

have demonstrated promise for detecting and localising structural damage from both vibration signals and 

images [13–15]. Vision-based SHM, in particular, has emerged as a complementary approach to vibration-

based monitoring: rather than inferring damage indirectly from changes in dynamic properties, camera-based 

systems are used to identify surface-level damage features such as cracks, spalling, and rebar exposure directly 

from images [16, 17]. This gives a more complete picture of damage than vibration data alone. 

Non-structural elements (NSE)s, however, encompass a broad range of building elements including 

partition walls, ceilings, cladding, mechanical and electrical systems, and building components that, while not 

part of the primary load-bearing system, can not only have consequences regarding the safety of the building’s 

occupants, but also account for the majority of repair costs following seismic events and play a decisive role 

in a building’s ability to maintain functionality after an earthquake. Despite this economic and operational 

significance, NSEs have remained largely outside the scope of conventional SHM frameworks, reflecting both 

the historical prioritisation of life-safety over functionality and the practical difficulties of monitoring elements 

that are numerous, heterogeneous, and distributed throughout a building. Kanda et al. [6] demonstrated an 

important precedent using the “q-NAVI” SHM system for post-earthquake survey of 26 buildings in Japan and 

deriving fragility functions for NSE. This case notwithstanding, dedicated monitoring of NSEs remains the 

exception rather than the rule, and the gap between structural and non-structural SHM represents a critical blind 

spot in current seismic risk management practice. 

Recent advances in sensor technology and artificial intelligence (AI) offer new ways to address 

longstanding challenges in seismic risk assessment [4, 13, 14, 17]. This work exploits these developments to 

build more comprehensive and responsive monitoring. The approach uses two complementary sources of data: 

experimental testing campaigns, from which fragility functions for NSEs are derived under controlled 

conditions, and in-situ sensor measurements, through which those functions are continuously refined to reflect 

real-world boundary conditions, installation variability, and cumulative damage histories that laboratory-

derived models cannot fully capture. Smart sensor networks thus serve a dual purpose, providing response data 

during seismic events and supplying the observational evidence required for ongoing model updating. 

A significant challenge, however, arises in the post-earthquake phase. While accelerometric data may 

be available throughout a seismic event, visual information about damage state is typically accessible only after 

the shaking has ceased, making it difficult to reconstruct the progression of damage across discrete damage 

states during the event itself. This temporal gap limits the precision with which fragility models can be updated 

for individual damage states. To address this, the proposed framework integrates camera-based sensor networks 

capable of capturing image data in real-time during seismic events, enabling direct observation of damage 

accumulation and identification of damage state transitions as they occur rather than retrospectively. The 

continuous influx of heterogeneous sensor and image data necessitates robust statistical methods for model 

learning and updating. Bayesian updating is adopted as the core probabilistic framework, through which prior 

fragility models established from experimental testing and numerical simulation are revised as new 

observational evidence accumulates, yielding estimates that grow progressively more reliable over the 

operational lifetime of the monitored components. 

2- SONATA 

This section will discuss the high-level architecture of the SONATA framework. The architecture represents 

the preliminary components envisaged for the framework. The system is organised into the following layers: 

• Distributed sensor network and edge processing: heterogeneous accelerometer and camera arrays 

deployed at the monitored buildings 
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• Real-time data routing and event streaming: a centralised Apache Kafka cluster organising data into 

topic-partitioned streams. The cluster is a central hub where applications send data that other 

applications can read. It allows continuous, fault-tolerant data flow in real-time, making it useful for 

monitoring systems and streaming analytics.  

• Data ingestion, archiving, and signal processing 

• Probabilistic risk assessment and decision support: Bayesian updating of NSE fragility functions using 

a combination of vibration-based and vision-based damage observations, a risk engine and an alert 

service 

• Real-time visualisation and stakeholder communication 

2-1- DISTRIBUTED SENSOR NETWORK AND EDGE PROCESSING 

SONATA architecture uses a distributed sensor network and its associated edge processing infrastructure at its 

base level. Heterogeneous sensor arrays are deployed at each monitored building, combining accelerometers 

for measuring floor accelerations and drift demands with camera units for capturing real-time visual 

information during and after seismic events. The number of camera units required is not fixed on a per-storey 

basis but is governed by the placement of the accompanying accelerometers and by the location and distribution 

of the target NSEs, so that only those storeys and zones containing components of interest need to be 

instrumented while storeys without relevant NSEs may be omitted. The associated level of effort is further 

reduced because the approach is designed to exploit surveillance infrastructure already present in many 

buildings rather than to mandate a bespoke installation. Recent studies have demonstrated that consumer-grade 

indoor surveillance cameras installed for security purposes can be repurposed for the earthquake-induced 

damage assessment of both structural and non-structural systems [18, 19]. Where such coverage already exists, 

the incremental effort is largely confined to camera calibration and integration of the resulting data streams 

rather than to new hardware deployment. Sensors generate continuous data streams whose volume and velocity 

preclude transmission of raw signals to centralised servers without prior filtering and compression. To address 

this, each deployment node has an edge compute container that pre-processes data locally. Raw sensor signals 

pass through validation checks for out-of-range values, timing gaps, and transmission errors before any data 

leaves the node. A precision sampler applies event-triggered decimation, preserving full-resolution records 

when accelerations exceed defined thresholds and reverting to reduced rates during quiet periods. An alert 

detector monitors incoming data in real-time and sends immediate notifications if shaking exceeds a threshold, 

enabling quick post-event triage without waiting for upstream processing.  

Two channels are used to transfer pre-processed data. Continuous waveform data are written locally in 

MiniSEED format [20], a standardised binary format widely adopted in seismological practice for its compact 

Steim-2 compression and compatibility with downstream analysis tools. These files are simultaneously 

forwarded to a SeedLink Ringserver, enabling real-time waveform streaming to any connected client. Event 

records, alerts, and operational metrics are sent via the message queuing telemetry transport (MQTT) protocol 

[21], a lightweight publish-subscribe messaging protocol suited for unreliable network conditions. A bridge 

service collects these messages and feeds them into Apache Kafka [22], a central message system where 

downstream applications can access them. This dual-protocol approach separates continuous waveform 

archiving from event-driven messaging, ensuring that the two data flows can be independently scaled, 

monitored, and replicated without interference. Figure 1 summarises the edge layer data flow.  

2-2- REAL-TIME DATA ROUTING AND EVENT STREAMING 

Sensor data, alerts, validation errors, and operational metrics generated at the edge layer are ingested into a 

centralised Apache Kafka cluster, which serves as the backbone of the SONATA data pipeline. Kafka is a 

distributed event streaming platform designed for high-throughput, fault-tolerant, and ordered message 

delivery across multiple concurrent consumers [22]. Its architecture is well suited to the demands of a 

continuous SHM deployment, where multiple sensor streams must be ingested simultaneously, processed by 

independent services in parallel, and retained for retrospective analysis without any single consumer blocking 

or affecting another. 

Data are organised into a set of dedicated topics, each containing a distinct message type and configured 

with a retention period appropriate to its operational role. For example, a topic `shm.sensor_readings` carries 

raw and pre-processed waveform data from all active stations and is retained for a short period of seven days, 

reflecting the high volume of continuous acquisition. In contrast, alert or anomaly topics carry event-triggered 

notifications and anomaly detection outputs respectively, both retained for a longer period (90 days) to support 
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post-event review and model validation. Predictions and risk events are retained for a year given its relevance 

to long-term seismic risk records. All topics are partitioned by station identifier, ensuring that messages from 

each sensor node are processed in order and that computational load is distributed evenly across the broker 

cluster. Multiple independent consumer groups read from the same topics in parallel without interference, 

allowing the waveform archiver, database ingestor, anomaly detection service, and machine learning inference 

service to each maintain their own read position and processing rate. This decoupled architecture means that a 

failure or slowdown in any one consumer does not propagate to others, and new analytical services can be 

introduced by adding a consumer group without modification to the upstream pipeline.  

 

 

Figure 1- Edge layer data flow 

2-3- DATA INGESTION, ARCHIVING, AND SIGNAL PROCESSING 

Data arriving at the Kafka cluster are consumed in parallel by four independent services, each responsible for 

a distinct aspect of ingestion, archiving, and processing as displayed in Figure 2. This separation of concerns 

ensures that long-term storage, real-time database ingestion, anomaly detection, and machine learning (ML) 

inference operate at their own rates without contention. Additionally, the system foresees static datasets of 

fragility functions obtained from past experimental campaigns of NSEs that act as baselines for further fragility 

function inference. 

The first service concerns waveform archiving, where continuous data are written to disk in the Standard 

for the Exchange of Earthquake Data (SEED) archive structure, commonly referred to as the SDS archive. 

Files are stored in a hierarchical directory tree organised by year, network code, station code, and channel code, 

following the convention established by the IRIS data management center [20]. Each file contains 512-sample 

MiniSEED records encoded with Steim-2 compression [20], providing an efficient binary representation 

suitable for long-term retention and subsequent reprocessing with standard seismological tools. This archive 

constitutes the primary research-grade record of all sensor activity and is intended to remain accessible 

indefinitely, independently of any upstream database or processing service. 
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Time-series database ingestion service stores decoded sensor readings, alerts, validation errors, and 

operational metrics into a TimescaleDB instance, which is a time-series extension of PostgreSQL optimised 

for high-frequency append-heavy workloads. Data are stored in hypertables partitioned into time chunks, with 

sensor readings partitioned at one-hour intervals and all other tables at one-day intervals. This partitioning 

strategy allows the database engine to prune irrelevant chunks during queries, significantly reducing scan cost 

for time-bounded analytical queries. Continuous aggregate views are maintained over the sensor readings 

hypertable, precomputing summary statistics at configurable time resolutions to support dashboard rendering 

and threshold-based alerting without repeated full-resolution scans. 

 

 

Figure 2- Data ingestion and processing layer of the SONATA framework 

The next service is for real-time anomaly detection based on incoming data stream using Kafka Streams. 

Detected anomalies are published into the relevant topic, where they become available for downstream 

consumers including the risk engine and the alert routing service. Operating as a stream processor rather than 

a batch job allows anomaly detection to produce outputs within milliseconds of data arrival, a requirement for 

any system intended to support near-real-time post-earthquake assessment. 

The last service is the machine learning inference service, which acts as an asynchronous inference 

service that subscribes independently to sensor readings topic and applies trained deep learning models to 

incoming waveform and image data. The service combines accelerometric measurements with camera-based 

visual observations of damage state, combining the two complementary information sources that individually 

provide incomplete characterisation of NSE condition. Inference outputs are published to a Kafka, where a 

fragility function updater uses them to refine existing fragility models via Bayesian updating or, in cases where 

no prior fragility models exist, to construct new ones from accumulated observations. The pipeline foresees 

manual intervention at defined quality assurance (QA) checkpoints, where domain experts review, accept, or 

reject model outputs before they are used to update fragility parameters, ensuring that automated predictions 

do not propagate unchecked errors into the risk assessment layer. This service operates asynchronously to avoid 

introducing latency into the upstream pipeline, and model weights can be updated without service interruption 

as new labelled data become available from experimental campaigns and field observations. 

2-4- PROBABILISTIC RISK ASSESSMENT AND DECISION SUPPORT 

The analytics and decision layer translates the continuous stream of sensor measurements, anomaly signals, 

and ML predictions into probabilistic risk estimates for decision support. It consists of three interacting 

components: the fragility function updater, the risk engine, and the alert routing service.  

The fragility function updater consumes outputs from the machine learning inference service and 

maintains a continuously revised set of fragility models for each monitored NSE typology. Bayesian inference 

is adopted as the updating framework, in which a prior probability distribution over fragility parameters, 
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derived from experimental testing campaigns or numerical simulation, is revised as new observational evidence 

arrives from the deployed sensor network. This formulation is particularly well suited to the SHM context 

because it accommodates sparse and irregularly timed observations, propagates uncertainty explicitly rather 

than collapsing it into a point estimate, and allows prior knowledge from laboratory-derived fragility functions 

to be retained and progressively refined rather than discarded as field data accumulate. Where no prior fragility 

model exists for a given NSE typology, the updater constructs an initial model from the accumulated field 

observations alone. All updates are subject to manual quality assurance review before revised parameters are 

committed to the fragility database, preventing automated inference from propagating errors into the risk 

assessment layer. 

Vision-based sensor networks provide a direct observational channel that accelerometric data alone 

cannot offer. During and immediately following a seismic event, image data are processed by the machine 

learning inference service to identify and classify visible damage states on monitored NSEs. The system is 

designed to recognise a range of damage indicators relevant to the target component typologies, including 

surface cracking, deformation, and partial or full collapse of partition walls and ceiling systems. Beyond 

structural damage, the vision component is capable of detecting indirect damage signatures such as water stains, 

pooling, or wet surface patterns on floors and walls, which serve as observable proxies for piping system 

damage that would otherwise be invisible to accelerometers. This capacity to infer damage to hidden 

mechanical and plumbing systems from their surface manifestations substantially extends the diagnostic reach 

of the monitoring framework beyond what vibration-based methods can achieve. 

The risk engine is a downstream service to the fragility functions which combines updated fragility 

functions with real-time engineering demand parameters derived from sensor measurements and experimental 

campaigns to compute the probability that each monitored NSE has exceeded each defined damage state. These 

component-level probabilities are aggregated across the building inventory to produce a system-level risk 

metric reflecting the expected repair cost, functionality loss, and occupancy disruption associated with the 

current seismic event. 

The risk engine in combination with alert routing service can be used for rapid post-event inspections 

and prioritisation to allow optimised usage of expert resources and safety tagging of buildings in a regional 

scale. This allows operators to define graduated response protocols that distinguish between conditions 

requiring precautionary inspection, restricted occupancy, and immediate evacuation. Apart from inspection 

prioritisation, targeted notifications may be delivered to relevant stakeholders and is designed to integrate with 

external emergency management systems. The routing logic implements a quick-pass mode for low-latency 

notification during active seismic events and a high-accuracy mode for detailed post-event reporting once full 

inference results are available. 

Figure 3 provides a sample of camera-documented damage patterns together with accelerometric data, 

which are subsequently used for inference of NSE fragility functions. Essentially, the vibration data together 

with vision-based predictions and prior fragility functions is used to update the fragility functions of the NSE 

(updated). 
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Figure 3- Vision-based damage detection from camera and vibration data and NSE fragility function inference 

2-5- REAL-TIME VISUALISATION AND STAKEHOLDER COMMUNICATION 

The presentation layer exposes the outputs of the SONATA framework to end users through a web-based 

dashboard served via a representational state transfer (REST) application programming interface (API) for 

asynchronous data retrieval and a WebSocket connection for live streaming updates. The dual communication 

model ensures that high-frequency data such as waveforms and real-time anomaly flags are delivered with 

minimal latency, while lower-frequency outputs such as risk estimates, prediction trends, and historical records 

are fetched on demand without burdening the streaming channel. 

The dashboard is designed to provide six functional views: live waveform monitoring, anomaly 

detection status, a building portfolio risk heatmap, prediction trends, historical analysis, and event replay. The 

event replay capability leverages Kafka's configurable topic retention to re-stream any recorded event through 

the processing pipeline, allowing operators and researchers to rerun analyses with updated models against 

historical data. The conceptual dashboard layout is illustrated in Figure 4; full population of the interface with 

experimental and field data is reserved for future work. The dashboard is organised around eight panel types: 

live three-component waveform streaming, a normalised anomaly score derived from rolling RMS of 

accelerometric data, a colour-coded alert log, a building portfolio risk heatmap expressing component-level 

exceedance probabilities, fragility function visualisation showing prior and Bayesian-updated posterior curves, 

prediction trends across successive seismic events, a historical record of peak floor accelerations, and an event 

replay panel that leverages Kafka topic retention to re-stream any recorded event through the processing 

pipeline. The layout and panel composition shown are indicative and will evolve as the system moves from 

conceptual design toward experimental deployment. 
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Figure 4- Schematic layout of the SONATA real-time monitoring dashboard 

Finally, beyond live monitoring, the REST API exposes endpoints that allow users to query and 

visualise the current state of the fragility functions for any monitored NSE typology, enabling direct inspection 

of how prior laboratory-derived models have been updated by field observations over time. The API 

additionally supports on-demand inference, accepting user-supplied accelerometric records and images as 

inputs and returning damage state probability estimates computed by the deployed machine learning models. 

This capability allows researchers and engineers to interrogate the system outside of live monitoring contexts, 

for example to assess the predicted performance of a specific component typology under a hypothetical ground 

motion scenario or to reprocess archived sensor data against a newly updated fragility model. 

3- SUMMARY 

This paper presented the SONATA framework, a scalable data pipeline architecture for seismic structural 

health monitoring (SHM) with an explicit focus on non-structural elements, a category of building components 

that dominates post-earthquake repair costs and governs functional recovery yet has remained largely outside 

the scope of conventional SHM systems. The framework integrates heterogeneous sensor networks combining 

accelerometers and camera units, a distributed edge processing layer, high-throughput event streaming, time-

series data archiving, and machine learning inference into a single workflow. A key innovation of the proposed 

architecture is the combination of vibration and vision-based data streams to support real-time tracking of NSE 

damage state transitions during seismic events, enabling inference of fragility functions from field observations 

rather than relying exclusively on laboratory-derived models. This addresses a fundamental limitation of 

existing approaches, in which fragility models cannot account for the variability in real-world installation 

conditions and cumulative damage histories that characterise components in the field. 

The architecture addresses several persistent challenges in operational SHM: lack of standardised data 

management workflows, delays between shaking and visual damage assessment, absence of automated damage 

detection for non-structural elements, and disconnect between lab-derived experimental fragility models and 

field measurements. By including quality assurance checkpoints where domain experts review model outputs, 

the framework balances automation with the oversight needed for safety-critical applications. 
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